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mmmoffiffl) 

S. 

[»*W2 ] ■ * . v h «7 - * £*fjffl U77 h $X7%* 
t2.77 h r 7XT»a^>XfA(Cffll>^i|g(Ctel>r > 

b ^xTjeffi#ffl"jgga. mmmmmmmfr 
h mm n Awm««fi o » k« aah a t mm a 

*«^i/fc«^fli«*afiR-r*a«»; f xx hgftg? 

i, 3@ei/*x* hS©a&W3©l,fctJsEfflAtiNRCc 
S-^^T^— tf I DiftflETSa— tf I D^fiSSPi. BiJ 
IB^'otSfR £ I? f 2-3- — If I D£fr£i-1ft*ffi££j5KT 

^rfE7 7 h0xT?rBt^{fcL-CttJ^lT-5>^Si^ft 

U *xx h *SM3t,fc£*:t— *f«mtfM8IUC9»;*ti 

fca— ytflS?:W^3-SSIiA';^x^bSfggi5i, ffi 

tcfTSBlA Sfiaifr 6«E)36ai9«*$WBl *) 

"?x7««aii. KTEiBtl D£flESW£J5S3*ifciirK 

I Dica-^i^-CHfllBvy K^x7^SfigP(ctS^54i, 
-C^SmifBvy h-5x7%MW-r4j3ffifS7j*S|5&. Kii 
SJg^a5Aij^?L/c|flIBV7 h9x7£ii51B#tW#l£fl! 
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[»*W5 ] 77F^x7»«Si?MW 

•tf&V7 h 3x7*a^7^fcJfJ^£$£gfc:Jot,v-c. 
BiilBfJ^#ffliJ^g«. 7 7 h r 7X7te^ffiJgS^e.j§l 

Bf -!§<t 5 ft fca — if ttfg'N^I- 4 a -if s«W * iSfll 

s hie a— if fMR&ft-*f it &mvmm&&i , 

io BtriBfEttt»aa-^gi5-c^{t$ htcm%z3-—ymmm 

x7fefft«(MSgA^^fi3nfcB^ftV7 f-vx7^ 
■7X7S»|gPtC^Sn/cBuiaBif^(ty7 h>?x7£iij 

mm. 

[0 00 1 ] 

20 t»WO«r*S«f»»] ##PJj5;*. 77 HtfX7*it 
ffl • JKts-T S7 y h ■7x7sSSl^X-rA{cfflls5SS«c: 
MI'S. 
[0 00 2] 

i'©77h 1 )xr^, =3>h* A -^7'a^^ A(D£5tt 
30 P>t' a -ii±T«t^77h'?xrtt > 

iSBX?icc«t zffifct y y h i >x7©jjf£a* 3 nrtfe<t 

[0 00 3] C©J:5iftSiF-fSffi?|{cj:4^<!:yy h 

ttt> 3>e^,-i?-r©-f-i?iiSi (at-) ai'i?) 
at^ss-c**), — ass^sn/cy7 vy^rw&m 

40 [0004] *jE&a«*i»±-rsfc«Mc. ^fcis< ig 

btl577h>5x7(D|^giUa. MmtfrZV 
7F-)xr(Dtffi(i:afcoWi3- K«* 
^^-Ftt^Jri') ©«®*?ft». -^©3-FfjiacA 

jaai-f^ ^ 9 „ k ^ a^t c t xmmtf 4^js% 
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[0005] m&a>mm&&wtr&5&t it, mm 

m 4-68835 n^mc <£ & V 7 h $ xrtwusa 
fWWfi&J&S&a. t©7j&Ti*. fflKHbSflfcV? F 3 

— «Mc, C©#ffifcJ:*v:7 F'JJTfOfl'P 
^©Bff&^Xf-A^SSfea^xAil^. 10 
[0 0 0 6] *FiSB8|*ff5l8L »»<cMfo* 

tifciWiAit* (^■V3>jift^-t^©a.— «f i d& 
©a#*k#*- sissf we iw»«fT mm t mmmrnt © 

IHK\ *ti6©tlMa*SSfflly-cTiEH:*raL-J:^t-ri 
[0007] i 9*3^^2|$^if ^ss^aorttffi* 

[0008] ^miiffH t^«sffi btcvsmmm®. 

©■c*ti«. BAfttti'uy? ha- FtttkMr* 

#\ tlcit. %tHb(Dttb i )l<Ci>Uisv l■J^-Vm^. 30 
*Kff □Jl#-^©m^9 { ]tSJfflgiJ'N©r # -fe * £ 5 fc«f>© 
#Sf (a— if I DiA-x-J-FOa^btifti ) £A 
#T £33ft«qnf £ ft *> . ffi&T A"i* &-7 -fe X P* 

[0 009] ifc, ?l/y^»-Ff^0J:5Ktt^ 
[0010] ±ffi©raH%J»9iTft*ai bt, «P¥ 

9-244 88 e^ftKtettsnr^i v 7 F^ir 40 

-F#*fc£ifci&fcW*>'5*Bflf*W>. <M-i6£©*Hfc 
L/fc«8iJ1f«*ffl(,>-cffllA©^K**tf^Ct«:J:»). 

h^xT©^»^E5±T-SCi*JT-t-S 0 50 



4#M2 0 0 0- 1 1 275 1 
4 

[0 0 1 1 ] 

fc«t^!tcffigEffi^f i A^©V7 f^xrSiiv'Xf-A 

tcfci^r, h^xrtstt^waw? h ?xr<D^iE 

x 7 ^fiJIB^ffiA 3 3 C 4. 4 tt S „ 
[0012] ^©fctf), fOT#K:*/B©jI-Sf{t^g3££ 
EilS«ScWtiK&€»flrl,»ttt. t)J}BJtmtfA< Steffi 

[0013] $/c> nmhit&'jtt. mmmw^mg. 

Sjl^rAicfc^r^ 77 F^xrt^gflNtc. spij 
ffl#©5- \sV>? Yt3- F#^©&$rKIH*>&SSt» 

[0014] -e©fc*. «m#3»sa©jjia*wffl-j-s 
^©jEtf^c^ui^ h*- K#^©asf» 

*fc. att©)£»(cfiiffi*©satiH8«9«i-r<&ft:ft > 

[0015] #£HBtt v V7h -^XTO^iEftaiJR^ 
^©^Jffl€rfflaa73!SCc:j:0|yj±T$<tJt(c, fijffl#© 

[0 0 16] 

[S*JH*jB8H-r£fc«>©¥&] 1 IBtK©^:^ 

V7 h^xTSSjl->XT-AtCffil^^g(Cfcl>r. pjffl 

•jiriBs^fb-i-a^siftftflrracisisftiLr 

[0017] ^J^EfSlS©*^}*. ^ v h v-v* 

t3^f»$B«^©fflAt»*R(ca^i>'r«WII^^S;^-4# 
Si> H-^bStifcy^h^xT^^B^ffl^TSt^ 
fb-i-5^Si%*«|-r*Ci*»»4Lrj,»*. 

[0 0 18] »*B3IBlS©*^tt, yj; F>7XT*5 

LTV? h>7XT^«a3-&-5V7 h^xrijSSl^-r 
Atcfflu^ggfcte^-c, y7f- i ?x7a«tl»|^t 

y> bt»*4*»[^Lfca^««**j!S-r4a»y ^x 



5 

«iJ«S«Cj^fT5^— !Fg«i11ffRi§fI§»i, a— !ftf 

jb^k:* o a— tfit#gtca-5^-c y f v x r %nmt 
[0019] fw^iai£©#j%w«. fs#ifi2fai&© 

fcffl^Sh/daA 1 ; *xx h£3ff bfci^ !ftt 

*t«K0ffix i Dtijiwsas: i D£j*»t> a— «r 
flHMMMB*»&©3.--- fHMitmi^xvv F-7xt£ 

«, a* i D^jtRaj-cassstifcas: i Dicm-n* 

-So 

[0 0 20] lft&95 IBig©^W«. V7h>5 17E 

e&^££fUffl#ni§iB<h©n«* » h v-v*.mm 

bryy F^xr&ffi»$t!:&V:7 F^xrzjfEjS^*^ 

f ■? x TSMf * -r a u ft®&mm-c h h mm 

-*SJflT5Bt#ffcV7 F ^xrtgJfigPi, Bg-SHfcy 7 F 
xrttWWKtMftShfcliff^ffcy^ h«>iT**^WIK: 

attri>4. 40 

[0 0 2 1 ] 

c»w©st*©»ii J la i «. xmwov y\^ xrs 
f - a tcffli > a ggtc te » & -mmmommmmi 
nttmRm-vfoZ. BiKfcw. yy F^xy-jjfoii' 

XfAB, 77 h9x7&ftgfl!l«B£*iJffl:£ffl£5E<b 
[0 0 2 2] ipjffl^tt. VV l"7irSI->Xf A©« 

mtc^fco-c, iter. Wffl^fflijgg©^.— !ff»$RA*gp 
i *fflt*r. wffl^o&s, mm, n^j-bT so 
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&£©ffiAfi$R2£A#U y 

7 h^x7ii«#fflijsg©^'; ?x* hsifgp i o i 

^fiAtffR 2 SriUfr 5„ 4 fc. ? V *J> v r F©# 
^SStf Pffi©#^©fiJMS©^KM-r -S»#-^©ff 
fRtt. ft^icratosit«i<y-c. jftiB{@Af»$6CB^£ 

[0023] yy h ^xrii^ijsg©^^'; 

Fgftgpi 0 1 tt. fflAttf«2©5%©. -t©ipJJB#t/ 
^HtfRft^'©^^^ ^t-^yxX F£l£ 

K^lT*£MAtifa2©g|5#tf$R (*0B#S. 
-;l/T F i/^&i') i-r -< s?£ji>y -f >#-y y > r fS 
*i^a^Ofc«^ttfRl 0 2^^ST?»„ 
[0 0 2 4] a— -ff I D4)iS9l0 4K»[yTj|t 

ttWa— 9*1 D (£>«») a-r*B*-T41l3»*fll«l 0 

[0025] la^ttfs^fiXSBA loea, s^tffg 1 o 

2 iSJO ST6tlft:a>— tf I Dtffg 10 5 V7 

f ^xrs^flijgg©^- ^-^-^-ca 5 =L—*rmn 

tSttSPA 1 0 9K«lft3tiSa— jfHMRl 0 7*4jS-T 
5o if tflS 1 0 7tt, fOT*«$3&r5A:abKffl^ 

[0026] a— ifesw i o 8 u. ewtrte 

£j$fflA 1 0 6*>6©a— !ft»fBl 0 7JC* » F 

s. 

[002 7] Wffl^ffliJ^S©^— 9 s §^t»«SftgP2 0 

i «. ^"if^^t»$B^mgiJi o 8 tjmt&astvcx. 

•3-. Jt— !fa»WHR-3-*»&3;— tfff|g2 0 2 ^©^»^ 
^tTS„ CCT, HAttfR2*3j:c;a.— !f§^tf$R3 
©* » F ^-fWOjiS^tt. SSL (Secure Socket 
Layer) yv. h aji-ft £©&BS»l^l3&5«CJ:aae 

[002 8] ia^f»$R^SRB 2031J, a— tf^i»t» 
« 3 ©SffiliSic . ViMmmm, 207icJ:vc|*ffiS 
WcV7 h^xr?iiEjl^f-AK:ffi??Lfc@Wt»fft-C* 

1WR«(i»2 0 1 *»6ffl*3nfca-1ft»«2 0 2€:Bf 
•^{tL-fcBt^{t^"tf'lffg2 0 5 *^-1f*IBt&fflgPB 
2 0 64Ciatf$1fS. 

[002 9] C©J:5(c, 77 F tfxxJUfcgMSaEH: 
<BW%lc J: 5^ffl^©3SGP*5|6^ T5 ^|^ ttA 5 fa < % jpj 



[0 03 0] ^CC. V7 h^XTiSffi^^ACCfcW^ 

tz>« mmmasmsMM >> x-x r *ja»2 1 itt. 

ItA'J fx* rgffSB 1 1 OtClfcAy rtit$R6 * 

[0 0 3 1 ] f»A';fx.x r W*B©3HliC|gt,T. IB 10 
ttNWra»SJ2 0 8tt. ffMnt»**ffl«2 0 7*^. IB 

tttSfSi^gPB 2 0 3#Bt#®£^TS:fca&{CMl>/c 
ftiUlWR 2 0 4 LT«#«*«5E t , a - ifttIB 
*&iflg&B 2 0 6<ciatg3*iTl>£B£5Ht:i-1fW#R2 0 
5£tt^{bU a— »f I DfS«2 oa^aiAyf XX h 
^£SP2 1 1 tciifti-rs. 

[ 0 0 3 2 ] HAU *xx r£)5;952 1 1 B, M$Llc 

i Dtt«2 o 9 . naamim. ms, i d ) 5 *$ 

J;t>'HAU *xx r £$g|52 1 1 (c^i&^stifc^ 
3M2SiRf»&ic J: 0 , B8A U * x * r ffNR 6 *4JdtL T 20 

[0 03 3 ] CCV. SET (Secure Electronic Tran 
saction) £/tBSECE (SecureElectronic Commerce 

Envi nonment) KiWlS Ofc t> U S> v r ift^SR-^WTti 
£ffi/rf Sti^KB. BSA'Ji-xx r £iaS|J2 1 lit. 
1#A >; * x x v 6 ©j8«(c$fefT ity? t- -jirMf 

^5oHSlE#£S!IiEMT*igg iPhW&1>. 

^#Jl45iiE#©j£tt^T5<> 30 
[ 0 0 3 4 ] V 7 r $ X7S^#ffl8«©»A * i X 
rgff3|Jl 1 OB. SflLfcJSIAyfx* rff«6*> 
ffii5niM!RtS$R (ffiao I D ) 5 ; a-if-I D«#R2'0 

mmm 1 2**ss«. 

[0 0 35] -€-LT. StA'J^xx r^fiSJl 1 Ott. 
a— !f I DSttflftBl 1 2 4ffll»Ta- !fttffl&«SBA 
10 9Ka»Stv)fc3.-!ftlHH!&JB3era. a— IfflHR 
f&Jfia$A 1 0 9B, a— ?f I DilMtfRl 1 2KS-3I,* 

I DfeSSB 1 1 3 tea— «f flW 1 l 5 £tii;frf 40 

[0 0 3 6 ] i±;£ I D^gq l l 3 B, a-tfwa^tfi 
2I3A 1 0 9 frhV)?.— mm 1 1 5 £fi|igf£, »A 'J * 
x^ rSMSIU 1 Oftbffi&l D. a— if I D4£tf36 
8EHMR1 1 lAtvi/ai'ftlCgtftt 

i D£ttjnjL-c, »i!HiH8^oas:i 

D. fflfi ID. ft^ffif1HRgS&ft3ftcB£*7£j£ 

[0037] ftftflnstftsfls 1 1 4 «. 9mmBm$ i 



#12000- 112 751 
8 

K. Sffi^gB 1 1 9 C£iSa a a I D*£jWfcflf5S7«fc] 1 

i8£jiftrr&,, c©^M8(c*j^r. igtS&cttt 

[0 03 8 ] miammffl 1 1 9 B, &?^7il*a 1 1 8 
■C3l$SSft;fc|§D D a I D#>P>, V7 r^xT^SPl 2 
3{C^3nn»SRV7 r^xy^jgJKL. V7^ 
xTBS#<t«l 2 2KlH*-r4*Sw*ff9. h-)x 
Tt&«gR 1 2 3 tt, iMfifg^B 1 1 9©Jg^{cS-3l» 

{fcgpi 2 2fctb^-T.S 0 

[0 03 9 ] ^fiJ^gB 1 1 9 B. V V V -7XT 

Bg^tgq 1 2 2 ^6ffl^J?n?cV7 h ^XT©Hg-^{t© 

mft^v h9-i'Bas*jg^*r53SSfliJB*i 2 1 

*. r-JxTUf^fcSl 2 2te»»'i-s. 

[0 04 0] V7h^xT^{b§Pl 2 2(cfeW^y? 

bPa 109 ©i— tfflHa 1 1 5 (j, itmm^sm 1 1 6 

tcj:0v7 K"3xT*fl»^t , rS<D«:fflt»6n4**ii 

1 1 7tc^^n, h^xrBff^kasi 2 2tc3ie» 

[0 04 1 ] CCDSWIIB. *"Jffl^«AtfcV7 h 9 
XTfc^fbT&eiKcD&ffifflSft. flk©S^lCBW 

BiS<, ffl^i^XrAfcJcD. 77 h^xrcD^FiEi'jr 

»»aDf*ofijffl*i»±-r 4 c t Hi-cm. 

[0 04 2] ^H©£]£fcHLT«*K£ttS 

fflAttffi^tsjft-rsistc. fijffl«flpjiig©s^fs$H (c 

PU (Central Processor Unit) ©llglJS^, f^X* 
{b^r^tf -T S^Si ■«rflil» , t*#{tt>1t3.--tffl|«*« 

[0 043] V7h ^xTBf^bSB 1 2 2 B. ^MJE^ 
SP1 1 9©^tca-3liT, ^HSjsRgpi 1 6^6© 
**ill 1 7iffll,>tV7 h^xT^WgPl 2 3#><5,cd 
V7F')xri 2 4%Bf^bT5„ 

[0 044] V7F ^xTBt^fcSP 1 2 2 V^itZtl 
tLV§mtV7 h^xr 1 0B, %v zftoxm 

[0 04 5] HAb/cV7 h^xTifBffl-rai*^. Bf 

^bV7 H^XTtSWgB2 1 4 JC{sr*;* ftfcBf^fbV 7 

h^xr i ob, ie^a#{b»2 1 6Ktei>r*w»a 



(6) 

9 

[0046] Hffi#MgK©&g«£ji&32 1 2 tt, V 

fflKio. ^m^M2 1 3#^isfi3n5. i»whi 

2 1 3££fSrrS|S|S, fBttfiMMI#gP2 0 8B, flftlflt 
#g^mSP2 0 7(CJ:r>TtftfflShfcttMII«2 0 4*ffl 
(, >T . a— !fWf«tftttaiB 2 0 6 fcW^tft 3 ftt&ffl2 *l 

fca— t»"iw«2 o 5 zmmttz. y7mi 

7ti. j&ffiSK:, *©SttflHHfc3*i. eSHfftShfcv 
y h9X7%»TS^- F^*TrtCC3S3^»Ci*i 

io 

[0047] C©<£5{C. 77 h 1 5x7ifcffi~>X7 i AK: 

h ? * 7 £ BWf b 0 r 77 h y x TVtQ&M&Stto h W 

[0048] LfcA^r. y 7 h ■5x7JK&tffiJSIg#> 
®-rSK(cffiffl-rsit#lti*. yy h^xTBSMi/Xx 

[0049] «±©i ^k, 2**»WKJ:titt. yy h 

$R£&wt s*iffl*«iastrtt w *a«f mv a & i» v y 
h -7 x r isfe x f a zmmt z c i #-c * ^ „ 
[0050] xmMffl-c^twmmmw*. ± 30 

fflyy h^xTiuri^-riT,^ Sffir^OTL^-r^ 
yy h^x7«Sji->xfA*s||iM-r^. - 

[0051] lit, tfmmmmmmmm.<Dmm? z 

Ky *7^©iffi7S7>-£ (CPU©ts$'J# 

X^tf 'J^-A^fti ) &ttftltil$S2 0 4<fc 
brttmr-SC it, ^.-Ifff fRtSSWSPB 2 0 6 (CBg-^- 

[0 052]$fc, y y h ^xTttttSMKWcfcl* 

•srzmrmiiymiz zmuzmm? * c t * 
&V7 hf*7©fiffii#*iai , raciras*-K^ 
©ffia«>s»{c3afrc#4. 

[0 0 53] gotten y y h 9xr!Wfc£ffl!JSai 
tt. *W*©aBI?l/te«iff#S*»ajE-r4*«F^a h ^ 
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©Srffll^T, yy hyx7*!lffl^^lH-©^^f'5 0 & 
«fc9H£gt i ©MftJC J*, tf. * U i? » h t> - K * 
JBt»fcifc»©»£(ctt. SETft8K>. SECEttifc 
iS 0 fc*fBtffr7 P ^ 7 A %^iJffl*ffl|-C^U^ffifflT S C 

[0054] *mxtWDV7 v vxrm&mm 
wcfc^r. 3.— sfteHTi«**tsiflu. !fiD 
^ a. -y%mm? 5 a — if aaE» £ , ^#in^ib 

*>60iA^ixh^it, &$rbfc&. yyhy 
x7©j£#*g|fT-rav:7 h!7X72&M»£*. flij*© 
SaBil/"CfeJ:C». 0*0, a— tflSSESBte. aay* 
XX f-^fgp 101i, zi—tf I D£j&gP 104. ISti 

iwffisR»A 106. 3.— mmmnmsffl iobvlo 

^-■fmmm^A l O 9 y y h yxrSMgp 
«v WAU^xXf-^flgBl 10. ax I DtoRgpi 1 
3 . ftHfflMRtfeSSIS 114, ^W«*^2i5 1 1 6 . itlf 
Ji^gp 119. y y h y x7Hf^{tgp 1 2 2 Rtfy y 1- 
•?x7tS»SPl 2 3 5:«A?c«jS;tcU-C^j:ii 0 

[0055] i— ymm&mvzmz.&^-'-v'mmMt 
y? h^xraMi»4©iaTas««3*i*aerts 

—If I DjMtR 1 12. SOf. a— FflMRl 15)*. S 

5 L ft i©2:P3Bt^Si^5e©ai^baiil(c J: tj fSS-T S 

x 7 aflMp-csow s c t *5-c t s „ 

[0 05 6] 

[^©S&S] *^6bj(cj;4t,«. yy hyx7iS«#S 

gK^fs-r ait m\ mm%<Di> * h k#^& 

5Ci*s"5JSE-C*»3. ^-3, *<Jffl#ffiJ©'frB«7;?-bX 

[0 05 7] *fc. S«snsy y f yx7B. Wfflg 
ffK»&4«W«riff^f-ls3l=i-TEai-SnS-fc*.- y 7 

h x 7 ?:^FIEtCiSS UWfflT 5Ct £ftr±T -5 Ci^ 

[005 8] Hie, SiS*fe-pT*WiS*SfflL. Btff 
l/fcyy hyx7*S?j£iiL/J:^<!:T^i;cWUT4>. 
^^-e © 6 ©*i*iJffl^fflJRg K*» WtC #fe O ft I. » fc 

&JB£ffitf>t:fflitftfc©iT&C£#s-c-££„ 
[SSOfflWi^] 

[01 ] h'7X7{Sjl>'XT-A{Cflit,^g 
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(54) DEVICE USED FOR SOFTWARE DISTRIBUTION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent illegal copy and its use and also 
to protect user's important information by enciphering software by a 
shared key generated, based on specific personal information. 
SOLUTION: A transmission instructing part 119 selects software 124 
stored in a software storing part 123 from a product ID delivered by a 
settlement completion notice 1 18 and outputs it to a software 
enciphering part 122. The user information 115 of a user information 
storing part A 109 converts the software into a shared key 1 17 to be 
used for encipher by a shared key generating part 116 and sends it to 
the part 122 before executing the encipher of the software. The part 
119 notifies a transmission instruction 121 which instructs the execution 
of software encipher and network delivery to the part 122. The shared 
key is used only to decode software purchased by a user and prevents 
illegal copy of the software and its use. 
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3.1n the drawings, any words are not translated. 

[Claim(s)] 

[Claim 1] Equipment used for the software negotiation system characterized by to 
provide a means generate a share key based on individual humanity news other than 
the information in connection with the settlement of accounts which a user has in the 
equipment used for the software negotiation system which circulates software using a 
network, and a means encipher said software with said generated share key. 
[Claim 2] Equipment used for the software negotiation system characterized by to 
provide a means generate a share key based on individual humanity news other than 
the information in connection with the settlement of accounts which a user has in the 
equipment used for the software negotiation system which circulates software using a 
network, and a means decrypt said enciphered software using said share key. 
[Claim 3] In the equipment which uses between software provider side equipment and 
user side equipment for the software negotiation system which circulates software 
using a network With the registration request receive section which generates the 
compound information which compounded the digital fingerprints information which 
said software provider side equipment received the individual humanity news 
transmitted from said user side equipment, and was generated from said individual 
humanity news and said individual humanity news The user ID generation section 
which generates user ID based on said individual humanity news which this 
registration request receive section received, The storage information generation 
section which generates User Information from said compound information and said 
user ID, The user registration information transmitting section which performs 
transform processing to said User Information, and transmits to said user side 
equipment, Equipment used for the software negotiation system characterized by 
providing the User Information storing section which stores said User Information, and 
a means to encipher said software based on said User Information with the directions 
from said user side equipment, and to output. 
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[Claim 4] A means to encipher and output said software in the equipment used for a 
software negotiation system according to claim 3 With the purchase request receive 
section which makes User Information registered into the User Information storing 
section when the purchase request outputted from said user side equipment was 
received output Order ID generation section which generates the reception order ID 
for the ordering information from said purchase request receive section after 
checking said User Information from said User Information storing section, The share 
key generation section which generates the share key used in order to encipher said 
software based on said User Information from said User Information storing section, 
The software storing section which stores said two or more software, and the 
transmitting directions section which chooses said software stored in said software 
storing section based on said order ID generated in said order ID generation section, 
Equipment used for the software negotiation system characterized by providing the 
software encryption section which outputs by performing processing which enciphers 
said software which this transmitting directions section chose using said share key. 
[Claim 5] In the equipment which uses between software provider side equipment and 
user side equipment for the software negotiation system which circulates software 
using a network said user side equipment With the user registration information 
receive section which changes into User Information which the user registration 
information transmitted from software provider side equipment was received [ User 
Information 1 and had said user registration information enciphered The storage 
information decode section which decrypts said enciphered User Information using 
the additional information which is the proper information depending on said software 
negotiation system of said user registration information, The share key generation 
section which generates a share key based on said User Information decrypted in said 
storage information decode section, The encryption software storing section which 
stores the encryption software transmitted from said software provider side 
equipment, Equipment used for the software negotiation system characterized by 
providing the code decryption section which decrypts said encryption software stored 
in this encryption software storing section based on said share key. 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the equipment which uses software 

for the software negotiation system circulated and sold. 

[0002] 
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[Description of the Prior Art] Even if the dealings gestalt which makes a store sale like 
before a subject was not used for software, such as a work digitized [ TV program / 
books, music, the film, ] by the spread of computers (for example, personal computer 
etc.) and computer networks, and activity consent information (a password and a 
decode key are included) for using a computer program or them, and the software 
which functions on a computer like a computer program, the negotiation of the 
settlement of accounts by electronic commerce and software of it was attained. 
[0003] In the software negotiation system which can circulate the settlement of 
accounts by such electronic commerce, and software, handling, such as a data 
duplicate (copy) in a computer, was easy, and since the once sold software created a 
duplicate easily, it was the biggest technical problem to prevent an unjust duplicate. 
[0004] The approach of using it, only when required code information is checked in the 
activity of the target software as a safeguard of the software most widely used in 
order to prevent an unjust duplicate (a key, password information, etc.) and there is an 
input of the code information, the approach of decrypting in enciphering the software 
itself by a certain approach, and entering a key and a password in an activity, etc. are 
taken. However, since the unjust duplicate of software is attained with reproducing 
the key which decodes a password and data even if it uses these approaches, it is 
hard to say that it is a safeguard reliable for a writing rightful claimant. 
[0005] As the techni que of solving the aforementioned trouble, there is the software 
access supervisory control approach by JP,64-68835,A. By this approach, it uses 
decrypting the enciphered software using the decryption equipment of dedication, and 
charges in that equipment. Since it cannot be used unless it decrypts it with the 
decryption equipment of dedication, even if it can reproduce the software which could 
charge whenever it used, and was enciphered, it can make unjust reproduction invalid. 
Generally, the distribution system of works, such as software by this approach, is 
called superdistribution system. 

[0006] On the other hand, in case electronic commerce is performed, when 
transmitting the credit card information in connection with settlement of accounts, 
and the semi- individual humanity news (user ID of personal computer communication 
service etc.) to which matching with them was guaranteed through a network, a means 
to protect information from the third party who is going to plagiarize those information 
and is going to use unjustly between the store which requires those inputs and 
settlement-of-accounts agencies and user sides is provided. 

[0007] In case the information in connection with the above settlement of accounts is 
transmitted and received through the networks (Internet etc.) which exchange 
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information through an especially unspecified information path, the 
public-key-encryption-ized method with which persons other than the transceiver 
person of the information which generally holds key information are considered that a 
decryption of a code is difficult is used in many cases. 

[0008] According to the encryption communication technology which adopted the 
public-key-encryption-ized method, the information which has high 
settlement-of-accounts credibility like a credit card number among the stores and 
settlement-of-accounts processing engines which have dependability with a user can 
be transmitted and received. However, if the object for purchase is the thing of the 
property by which a large number purchase is carried out at a small sum, it will input a 
credit card number for every purchase, or it will become complicated taking the 
necessary procedure it, such as to input the numbers (combination of user ID and a 
password etc.) for performing access to the electronic storing section of a credit card 
number and the bank account number to instead of [ those ], and it serves as a very 
big access obstruction. 

[0009] Moreover, when transmitting the information that social credibility is high, 
through a network like a credit card number, the credibility over the electronic 
commerce technique by the side of a user may serve as an access obstruction of 
utilization. 

[0010] As a means to solve the above-mentioned problem, there is a software 
negotiation system indicated by JP,9~244886,A. In this system, a credit card number 
etc. memorizes the critical information in connection with settlement of accounts, the 
identification information (user ID etc.) to which matching with them was guaranteed, 
and a share key in the database by the side of a store, and those information is used 
for settlement of accounts. In the user side, simple settlement-of-accounts 
procedure is realized by taking the necessary procedure for purchase using the 
identification information memorized at the time of member registration. Moreover, it 
is enciphered with the share key, and since a share key is needed in order to use 
software, the software to purchase can prevent the duplicate of simple software. 
[0011] 

[Problem(s) to be Solved by the Invention] However, in software negotiation systems, 
such as a superdistribution system which was mentioned above, in order for a 
software provider side to prevent the unjust duplicate of software, and its utilization, it 
is necessary to make a user have hardware, such as decryption equipment of the 
dedication which decrypts the enciphered software. 

[0012] Therefore, since front-end cost lacks in simple nature highly again, there is a 
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fault that a software negotiation system does not spread industrially — a user must 
be made to arrange the decryption equipment of dedication etc.. 
[0013] Moreover, a user side who mentioned above must memorize a users critical 
information, identification information, and share key in connection with settlement of 
a credit card number etc. in a database at a software provider side in the software 
negotiation system which can purchase software in a simple settlement-ol^accounts 
procedure using the identification information memorized at the time of member 
registration. 

[0014] Therefore, a procedure is troublesome in order to have to register critical 
information, such as a credit card number, for two or more stores of every, when a 
user uses two or more stores. Moreover, in order to register a users critical 
information into two or more stores, there is a fault that it is difficult for a user to 
protect his critical information. 

[0015] This invention aims at offering the equipment used for the software negotiation 
system which can protect a user s critical information while it prevents the unjust 
duplicate and its utilization of software by the simple approach. 
[0016] 

[Means for Solving the Problem] This invention according to claim 1 is characterized 
by providing a means to generate a share key based on individual humanity news other 
than the information in connection with the settlement of accounts which a user has, 
and a means to encipher software with the generated share key in the equipment used 
for the software negotiation system which circulates software using a network. 
[0017] This invention according to claim 2 is characterized by providing a means to 
generate a share key based on individual humanity news other than the information in 
connection with the settlement of accounts which a user has, and a means to decrypt 
the enciphered software using a share key in the equipment used for the software 
negotiation system which circulates software using a network. 

[0018] In the equipment with which this invention according to claim 3 uses between 
software provider side equipment and user side equipment for the software 
negotiation system which circulates software using a network With the registration 
request receive section which generates the compound information which software 
provider side equipment received the individual humanity news transmitted from user 
side equipment, and compounded individual humanity news and the digital fingerprints 
information generated from individual humanity news The user ID generation section 
which generates user ID based on the individual humanity news which the registration 
request receive section received, The storage information generation section which 
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generates User Information from compound information and user ID, It is 
characterized by providing the user registration information transmitting section 
which performs transform processing to User Information and transmits to user side 
equipment, the User Information storing section which stores User Information, and a 
means to encipher software based on User Information with the directions from user 
side equipment, and to output. 

[0019] A means for this invention according to claim 4 to encipher software in the 
equipment used for a software negotiation system according to claim 2, and to output 
With the purchase request receive section which makes User Information registered 
into the User Information storing section output when the purchase request outputted 
from user side equipment is received Order ID generation section which generates the 
reception order ID for the ordering information from a purchase request receive 
section after checking User Information from the User Information storing section, 
The share key generation section which generates the share key used in order to 
encipher software based on User Information from the User Information storing 
section, The software storing section which stores two or more software, and the 
transmitting directions section which chooses the software stored in the software 
storing section based on the order ID generated in order ID generation section, It is 
characterized by providing the software encryption section which outputs by 
performing processing which enciphers the software which the transmitting directions 
section chose using a share key. 

[0020] In the equipment with which this invention according to claim 5 uses between 
software provider side equipment and user side equipment for the software 
negotiation system which circulates software using a network With the user 
registration information receive section which changes into User Information which 
user side equipment received [ User Information ] the user registration information 
transmitted from software provider side equipment, and had the user registration 
information concerned enciphered The storage information decode section which 
decrypts User Information enciphered using the additional information which is the 
proper information depending on the software negotiation system of user registration 
information, The share key generation section which generates a share key based on 
User Information decrypted in the storage information decode section, It is 
characterized by providing the encryption software storing section which stores the 
encryption software transmitted from software provider side equipment, and the code 
decryption section which decrypts the encryption software stored in the encryption 
software storing section based on a share key. 
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[0021] 

[Embodiment of the Invention] Drawing 1 is the mimetic diagram showing the outline 
configuration of one example in the equipment used for the software negotiation 
system of this invention. In drawing 1 , a software negotiation system is equipped with 
software provider side equipment and user side equipment, and the exchange of the 
information between these is performed through a network 

[0022] In utilization of a software negotiation system, first, using the User Information 
input section 1 of user side equipment, a user inputs the individual humanity news 2, 
such as a users name, affiliation, and an e-mail address, and transmits the individual 
humanity news 2 to the registration request receive section 101 of software provider 
side equipment through a network. Moreover, the information on the number about the 
money of users, such as a number of a credit card and a number of a bank account, is 
not included in said individual humanity news as information in connection with 
settlement of accounts. 

[0023] The registration request receive section 101 of software provider side 
equipment generates the digital fingerprints information which is the numeric value by 
which conversion generation is carried out with a message digest generation algorithm 
from character strings, such as the privacy information showing the information 
(password) which only the user of the individual humanity news 2 cannot know, or 
taste, and generates the compound information 102 which compounded the partial 
information (the user name, e-mail address, etc.) and the digital fingerprints 
information on the indispensable individual humanity news 2 with communication with 
a user. 

[0024] Moreover, the allocation demand information 103 that assignment of intact 
user ID is required from the user ID generation section 104 is generated, and 
generation of the user ID information 105 is urged. 

[0025] The storage information generation section A106 generates User Information 
107 stored in the User Information storing section A109 which is the database of 
software provider side equipment from the compound information 102 and the 
assigned user ID information 105. User Information 107 is information used since a 
user is specified. 

[0026] The user registration information transmitting section 108 performs conversion 
aiming at carrying out leakage-of-secrets inhibition in a network to User Information 
107 simply from the storage information generation section A106, and returns the 
user registration information 3 to the user registration receive section 201 of user 
side equipment which has transmitted the individual humanity news 2. 
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[0027] The user registration information receive section 201 of user side equipment 
performs conversion to User Information 202 from the user registration information 3 
by symmetrical conversion with the user registration information transmitting section 
108. It is desirable to perform the transmission and reception between the networks of 
the individual humanity news 2 and the user registration information 3 here using the 
communication link by public-key-encryption-ized methods, such as a SSL (Secure 
Socket Layer) protocol. 

[0028] The recording information generation section B203 determines a cryptographic 
key using the additional information 204 which is the proper information depending on 
the software negotiation system detected by the additional information detecting 
element 207 at the time of reception of the user registration information 3, and makes 
the User Information storing section B206 memorize encryption User Information 205 
which enciphered User Information 202 outputted from the user registration 
information receive section 201. 

[0029] Thus, although a user s individual humanity news is accumulated in software 
provider side equipment, since information with important credit card information etc. 
is not included, the danger that crimes, such as improper use by the database 
manager, will occur is low, and can mitigate the insecurity over the utilization seen 
from the user side. 

[0030] Next, the processing actuation from the purchase of the software in a software 
negotiation system to the utilization is explained. The purchase request generation 
section 21 1 of user side equipment receives the goods selection information 5 
specified with the purchase goods specification part 4, chooses the goods needed 
based on the goods selection information 5, and transmits the purchase request 
information 6 to the purchase request receive section 1 10 of software provider side 
equipment through a network. By this, a series of actuation to settlement of accounts 
and software delivery of the dues of software is performed. 

[0031] On the occasion of transmission of the purchase request information 6, the 
storage information decode section 208 acquires the additional information 204 used 
in order that the storage information generation section B203 might determine a 
cryptographic key from the additional information detecting element 207, determines a 
decode key, decrypts encryption User Information 205 memorized by the User 
Information storing section B206, and notifies the user ID information 209 to the 
purchase request generation section 211. 

[0032] By the payment system selection information beforehand set as the user ID 
information 209, the goods selection information (goods ID) 5, and the purchase 
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request generation section 21 1 which were acquired, the purchase request generation 
section 211 generates the purchase request information 6, and transmits. 
[0033] Here, in using the credit settlement method smart card based on SET (Secure 
Electronic Transaction) or SECE (SecureElectronic Commerce Environment), the 
purchase request generation section 211 is preceded with transmission of the 
purchase request 6, acquires the digital certificate of attestation of software provider 
side equipment, and the digital certificate of attestation of user side equipment from 
an authentication issuance engine (not shown), and performs sending of a credit card 
number and a digital certificate of attestation to software provider side equipment. 
[0034] From the received purchase request information 6, the purchase request 
receive section 1 10 of software provider side equipment decodes the goods selection 
information (goods ID) 5, the user ID information 209, and payment system selection 
information, and generates the user ID selection information 112. 
[0035] And the purchase request receive section 110 specifies User Information 
registered into the User Information storing section A109 using the user ID selection 
information 112. The User Information storing section A109 outputs User Information 
1 15 to order ID generation section 113 based on the user ID selection information 112. 
[0036] Order ID generation section 113 adds the order ID which is a peculiar number 
for every reception and purchase session about the ordering information 1 1 1 which 
contains Goods ID and user ID from the purchase request receive section 110 after 
checking User Information 115 from the User Information storing section A109, and 
transmits the settlement-ol^accounts need for approval 7 including Order ID, Goods 
ID, and settlement-of-accounts amount-o-Hnoney information to the 
settlement-of-accounts engine 8. 

[0037] The settlement-of-accounts information Banking Inspection Department 114 
notifies the advice 1 18 of the completion of settlement of accounts which contains 
Goods ID in the transmitting directions section 1 19, when reception and 
settlement-of-accounts propriety are judged and settlement of accounts is 
recognized in the advice 9 of settlement-o-Paccounts acknowledgement returned by 
the settlement-of-accounts engine 8 as a response of the settlement-of-accounts 
need for approval 7. In this settlement-of-accounts engine 8, the information in 
connection with settlement of accounts of a user is used in the payment of money to 
goods etc. 

[0038] The transmitting directions section 119 chooses this software currently kept 
by the software storing section 123 from the goods ID handed over by the advice 118 
of the completion of settlement of accounts, and performs the directions outputted to 
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the software encryption section 122. The software storing section 123 outputs the 
selected software 124 to the software encryption section 122 based on directions of 
the transmitting directions section 119. 

[0039] Moreover, the transmitting directions section 119 notifies the transmitting 
directions 121 which direct activation and network delivery of encryption of the 
software outputted from the software encryption section 122 to the software 
encryption section 122. 

[0040] It precedes with activation of the encryption to the software in the software 
encryption section 122, and User Information 115 of the User Information storing 
section A109 is changed into the share key 117 used for enciphering software by the 
share key generation section 116, and is sent to the software encryption section 122. 
[0041] since this share key is used only for decrypting the software which the user 
purchased and cannot be used for other objects, the incidence rate of the crime which 
can try a theft is low, and can prevent the unjust duplicate and its utilization of 
software by the simple system. 

[0042] Moreover, in case the individual humanity news which serves as the 
information source about generation of a share key is stored An additional information 
detection means to extract the environmental information (the identification number 
of CPU (Central Processor Unit), disk volume discernment, etc.) of user side 
equipment, By storing User Information enciphered using a means to perform 
encryption using the information detected by the additional information detection 
means, the clue to the generation algorithm analysis of a share key can be concealed, 
and the theft of a share key can be made more difficult. 

[0043] The software encryption section 122 enciphers the software 124 from the 
software storing section 123 using the share key 117 from the share key generation 
section 116 based on directions of the transmitting directions section 119. 
[0044] Through a network, the encryption software 10 enciphered in the software 
encryption section 122 is downloaded to the encryption software storing section 214 
of user side equipment, and is saved, and all of the session in connection with 
purchase ends it. 

[0045] When using the purchased software, the encryption software 10 saved in the 
encryption software storing section 214 is decrypted using the code decode key 213 
generated in the share key generation section 212 in the code decryption section 216. 
[0046] As for the share key generation section 212 of user side equipment, the code 
decode key 213 is generated by the same procedure as the share key generation 
section 1 16 of software provider side equipment. In case the code decode key 213 is 
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generated, the storage information decode section 208 decrypts User Information 205 
which was enciphered by the User Information storing section B206, and was stored in 
it using the additional information 204 detected by the additional information detecting 
element 207. Here, as for software, it is desirable for it to be decrypted each time at 
the time of activation, and not to leave the decrypted software in the hardware which 
works. 

[0047] Thus, in a software negotiation system, software provider side equipment and 
user side equipment share User Information without regards to settlement of 
accounts, this software is enciphered with the share key which determined, generated 
and generated the share key based on the information, and it delivers from software 
provider side equipment to user side equipment. In user side equipment, this software 
delivered with the share key generated using a means to generate the same share key 
is decrypted. 

[0048] Therefore, since the share key used in case the software enciphered from 
software provider side equipment to user side equipment is transmitted is generated 
at the time of functional actuation of a software negotiation system, it can make very 
low possibility that the theft of the share key will be carried out. 
[0049] As mentioned above, since the software as which user side equipment was 
enciphered with the share key of a proper based on User Information registered into 
software provider side equipment according to this example is received, the software 
negotiation system which cannot be used if it is not user side equipment which holds 
User Information which may generate the same share key is realizable. 
[0050] Moreover, the software negotiation system which will be cheap and will be easy 
to use all the user side equipments shown by this example if it realizes as application 
software which can be performed with a personal computer is realized. 
[0051] Moreover, in other hardware environments, since User Information from which 
additional information was enciphered and saved in the User Information storing 
section B206 by extracting the proper parameters (the identification number of CPU, 
disk volume number, etc.) of the hardware environment where user side equipment 
works, as additional information 204 cannot be decrypted, it can prevent reproducing 
software unjustly and using it in user side equipment 

[0052] Moreover, in software provider side equipment, the royalty about small sum 
software etc. is calculable by using a means to record the number of purchase of each 
software, a user, and time on accuracy. The escape of customer service can also be 
easily carried out by recording the user of each software. 
[0053] Software provider side equipment performs only a software utilization 
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accounting total using a means to communicate with the settlement-of-accounts 
protocol which the payment system which the user chose specifies, and a means to 
check acknowledgement of an external payment system, about settlement of 
accounts. In the settlement of accounts which used the credit card for the 
communication link with various payment systems, insurance and simple settlement of 
accounts can be used by using separately the electronic banking program according 
to a SET specification and a SECE specification by the user side. 
[0054] Moreover, in the software provider side equipment of this example, the 
information about a user is stored and the user authentication section which checks a 
user from user ID etc., and the purchase request from user side equipment are 
received, and after settling accounts, it is good also considering the software 
transmitting section which performs transmission of software as separate equipment. 
That is, the user-authentication section may have the registration request receive 
section 101, the user ID generation section 104 and the storage information 
generation section A106, the user^registration information transmitting section 108, 
and the User Information storing section A109, and the software transmitting section 
may carry out to the configuration which it had in the purchase request receive 
section 110, order ID generation section 113, the settlement-ol^accounts information 
Banking Inspection Department 114, the share key generation section 116, the 
transmitting directions section 119, the software encryption section 122, and the 
software storing section 123. 

[0055] The same function as the example which mentioned above the content of a 
communication link (the user ID selection 112 and User Information 115) transmitted 
and received between the user authentication sections and the software transmitting 
sections equipped with the User Information storing section by protecting by the 
encryption communication link of open cryptographic key methods, such as SSL, can 
be carried out in two or more software transmitting sections. 
[0056] 

[Effect of the Invention] According to this invention, a simply broad user is able not to 
register the information in which the information transmitted to software provider 
equipment has the big validity as payment systems, such as a user s credit card 
number, and to use a negotiation system, and it is possible to make the 
psychogenesis-access obstruction by the side of a user into a small thing. 
[0057] Moreover, since the software offered is enciphered and delivered with a 
different share key for every user, it can prevent reproducing software unjustly and 
using it. 
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[0058] Furthermore, since the share key itself does not exist permanently the 
software which used by stealth and acquired the share key with malice in user side 
equipment to those who are going to re-circulate, surreptitious use can be made very 
difficult 

[Brief Description of the Drawings] 

[Drawing 1] The mimetic diagram showing the outline configuration of one example in 
the equipment used for the software negotiation system of this invention. 
[Description of Notations] 

1 .. The User Information input section, 4 A purchase goods specification part, 8 .. 
Settlement-of-accounts engine, 101 ..A registration request receive section, 104 
The user ID generation section, 106 Storage information generation section A 108 .. 
The user registration information transmitting section, 109 .. User Information storing 
section A 1 10 .. A purchase request receive section, 113.. Order ID generation 
section, 114 .. Settlement-o^accounts information Banking Inspection Department, 
116 The share key generation section, 1 19 The transmitting directions section, 
122 Software encryption section, 123 The software storing section, 201 .. User 
registration information receive section, 203 [ .. The storage information decode 
section, 211 / The purchase request generation section, 212 / .. The share key 
generation section, 214 / The encryption software storing section, 216 / Code 
decryption section. ] .. The storage information generation section B, 206 .. The User 
Information storing section B, 207 .. An additional information detecting element, 208 
[Translation done.] 
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* NOTICES * 



Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

"I.This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 
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[Drawing 1] 
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[Translation done.] 



